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Static Analysis

Source code analysis
Bytecode analysis
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Program Analyses Overview
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Examples of Static Analysis

• Kinds of data
• call graph
• data flow graph / def-use / taint analysis
• type checking (esp. for dynamic typed languages)
• path condition / symbolic execution

• Use cases
• ML model
• Linter
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Visitor Design Pattern

• Example: data flow graph -> finding variable def & use statements
• Suitable for traversing tree structure
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public int foo(int x, int y) {
 int a = Math.abs(x);
 int b = Math.abs(y);
 if (a == b) {
  return a;
 } else {
  int c = a - b;
  while (a - b > 0) {
   a++;
   b--;
  }
  return a;
 }

}
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BlockStmt

int a Math.abs(x)

VarDeclStmt

int b Math.abs(y)
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Condition

a == b
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return a

ReturnStmt
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...

WhileStmt

Visitor



Source Code vs. Bytecode Analysis

• Applicable for compiled languages (e.g., Java, C/C++)
• Compiler has performed many analyses / optimizations for you

• type resolving
• macro expansion

• Easier to extract some kinds of data (e.g., call graph)
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Bytecode Analysis Resources (for Java)

• Libraries
• ASM https://asm.ow2.io/
• ByteBuddy https://bytebuddy.net/#/ 

• References
• List of bytecode instructions Wikipedia 

https://en.wikipedia.org/wiki/List_of_Java_bytecode_instructions
• Java specifications https://docs.oracle.com/javase/specs/

source code: "The Java Language Specification, Java SE xxx Edition"
bytecode: "The Java Virtual Machine Specification, Java SE xxx Edition"
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